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 ‘‘ 
We’ve been writing cyber insurance for about 10 years. In the first 

eight of those years, the bulk of our book was made up of healthcare 

and retail (including any company that takes credit cards) and financial 

institutions. Two years ago, Tokio Marine Kiln covered only a few utilities. 

In the last 18 months, I’ve seen a huge increase in inquiries from the 

utility sector. It’s five or six times what it was two years ago. They’re 

looking for business-interruption coverage along with data-breach 

coverage. Utilities are one of the fastest- growing sectors for new buyers 

to the market.  ’’ – Laila Khudairi, an enterprise cyber risk underwriter  
at Tokio Marine Kiln, a syndicate within Lloyds of London.
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FOREWORD 

Security risks, including and maybe especially cybersecurity vulnerabilities, abound inside 
utilities in the US. Digital SCADA systems are thought to be air-gapped but are not. Internet 
service provider systems used for SCADA systems are thought to be private but are not. 
Utility staff members have been wrongly presuming using a SCADA protocol across the 
internet was obscure enough to avoid hacking.  

And risks are posed by software bugs, SCADA-system programming errors, substation 
maintenance mishaps, payment kiosks in shopping malls, utility employees checking email and 
surfing the internet at work and online systems that let consumers track energy use and savings.

The vulnerabilities expose the nation to risks that might not be obvious. Experts we interviewed 
noted that countries like Iran and North Korea can cause damage to critical infrastructures – 
and a hostile country could first cripple the US power grid and then launch nuclear weapons. 

All kinds of malicious cyber-attacks on the grid are growing, including attacks that exploit 
what the industry calls “zero-day” vulnerabilities – ones without a patch or fix. At the same 
time, increased smart grid automation and internet connectivity create vulnerabilities linked 
to mistakes, negligence, misguided intentions and other mundane actions. 

Renewables are also a major cybersecurity vulnerability for utilities and their smart grid tech 
providers.

There is a bit of hope for those concerned about cybersecurity – but in the form of tough 
love, we were told.

Many utilities in the last 18 months have moved to insure themselves against problems 
caused by cyber attacks, but one out of 10 initially are turned down because their systems 
are not sufficiently protected, an expert told us. 

We took pains, over a four-month-long reporting assignment, to carefully examine what 
positive steps utilities can take today. We ended up with a list of 14 actions that experts want 
utilities to take right away – delivered on page 31 of this report. 

We hope this valuable information will help secure the industry that everyone in our society 
relies on so dearly every day.

Karen Haywood Queen, author
Brett Brune, VP of editorial 
Sam Spencer, publisher 
Season Crawford, associate publisher, VP of marketing 
Liz Yap, production director
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EXCLUSIVE

CYBERSECURITY 
PROS AGREE: NERC 
CIP not the answer
Swearingen points to RTOs  
as possible salvation
The current utility regulatory model was developed by the 
utilities and does not do enough to protect the grid from cyber 
threats, Joe Weiss, managing partner for Applied Control 
Systems, told us recently. “Instead of working to ensure 
cybersecurity and grid reliability, utilities often strive to meet 
the compliance regulations to avoid a costly security audit. 

“Unfortunately, the NERC CIP process requires a substantial 
amount of utility resources, often without a net increase in 
grid cybersecurity,” he added.
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The scope of NERC’s CIP excludes many of the cyber 
threats that can, and have, affected power plants and the 
grid, experts told us. Some utility infrastructure that should 
be protected is not included and further, smaller electric 
generators do not fall under NERC CIP at all.

QUOTABLE: Generally, the industry is concerned about 
meeting NERC CIPs, which have little to do with security 
and reliability and everything to do with compliance. The 
CIP approach is about checking the box, not assuring 
the grid will be secure and reliable. – Joe Weiss, 
managing partner for Applied Control Systems 

Regulations do spur investment and get organizations 
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Smattering of cyber woes can add up to giant costs 
Hope is for industry action before bad actors attack

Laila Khudairi

Utility executives may believe their digital SCADA systems are air-gapped from 
the internet, “but that is rarely true,” Laila Khudairi, an enterprise cyber risk 
underwriter with Tokio Marine Kiln, told us. The firm, a syndicate within Lloyds 
of London, uses technical experts to analyze these systems and often 
finds that remote terminal units (RTUs) have a wireless connection so that 
employees, or potentially anyone, can connect to them remotely, she said.

“Sometimes these devices are left completely open. You could literally 
type in the IP address of a PLC, find it and hack into it or the SCADA 

environment that way,” Khudairi added.

Researchers found nearly 2.2 million SCADA devices worldwide open to the internet, 
according to findings released late last year for Operation SHINE, a project run by open-
source group Infracritical, a group founded in 2001 to improve security for critical infrastructure.

SHINE is an acronym for Shodan Intelligence Extraction, where Shodan is a search engine 
that crawls for the IP address and much more data about devices connected to the internet – 
about 500 million of them each month (SGT, Aug-20).

The scope of the study extended beyond utilities and researchers did not try to identify 
specific IP addresses, but spot-checking did reveal exposed devices linked to wind farms 
and utility substations, Infracritical co-founder Jake Brodsky told us.

“A lot of utilities use plain old internet service provider (ISP) systems for their SCADA systems 
to communicate with a remote substation,” Brodsky said. “They use systems that were sold as 
private networks in 2004 and 2005, but it turns out they are visible from the internet.

“They assume it’s private, but it’s not. A far larger problem is that most utility and integration-firm staff 
were not considering the security aspects of using a SCADA protocol across the internet,” he added.

“If they did consider it, it was presumed that this sort of communication was obscure enough that 
nobody would want to mess with it. In hindsight, that couldn’t have been more wrong,” Brodsky said.

Added risks come from online systems that let consumers track energy use and savings, 
software bugs, SCADA-system programming errors, substation maintenance mishaps, 
payment kiosks in shopping malls and utility employees checking email and surfing the internet 
at work – especially when platforms for these transactions are not separated from utility control 
systems, security experts told us. And several recent reports detailed the growing risk.

Existing vulnerabilities since 2003 caused at least 58 million people in the US to go without power for 

[ PART 1 ]
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an extended length of time and, in addition to exposing people and businesses to power outages, 
the vulnerabilities are envisioned as contributing to the most dire of national security scenarios.

“Until we fix these vulnerabilities, there are distinct cybersecurity problems related to deny, 
destroy, disrupt attacks, which we’re not prepared as a nation to handle,” Bryan Sartin, director 
of the “research, investigations, solutions, knowledge” team at Verizon Enterprise Solutions 
and one of the authors of Verizon’s annual “Data breach investigations report,” told us.

“Places like North Korea and Iran are capable of causing damage to critical infrastructures,” 
Joe Weiss, managing partner at Applied Control Systems and author of the book “Protecting 
industrial control systems from electronic threats,” told us. “In December, North Korea 
hacked into a South Korean nuclear plant.”

The risks go beyond taking down the grid, Mike Swearingen, former manager of regulatory 
compliance at Tri-County Electric Co-Op in Hooker, Oklahoma, told us. He gained 
experience with defense satellites when he served in the US Air Force, he noted.

QUOTABLE: Take a place like Iran, with a nuke program with ICBMs. We 
still run on mutually assured destruction – that if you attack us, you are going 
to get wiped out. But a hostile country could first cripple the US power grid and 
then launch nuclear weapons. By weakening the grid, you’ve now limited the 
response. – Swearingen

Yes, the military and industry have backup generators. But, Swearingen asked rhetorically: 
“How long does it take to get the generators up? How often do we do preventive 
maintenance on those generators? There’s going to be an advantage to the other side.

“We won’t have the full response we planned on in our strategy. That’s what worries me,” he added.

Endless SCADA hits found

To better define the risks, Operation SHINE researchers began combing the internet for 
exposed SCADA devices in April 2012. They were still finding devices when the project 
ended in January 2014.

“We had expected sooner or later to see things level off,” Brodsky told us. “But the library of 
hits kept accumulating.”

Gaining access may not even take sophisticated expertise, but more basic search engines 
like Google and Yahoo also could find these SCADA devices, he added.

Addressing all the risks will require a multi-faceted approach from many sectors, including 
culture changes within utilities, market responses especially related to insurance and more 
layers of protection – driven not by regulation but by results.

Table of contents 
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Watch for malicious attacks, mundane misdeeds
‘21st century technology operating with a 1970s mentality’ decried

Bryan Sartin

All kinds of malicious cyber-attacks on the grid are growing, Sartin told 
us. “It’s been massive in the last two data-breach reports,” in 2013 and 
2014, he said.

Cyber espionage, including state-sponsored terrorism, is one big 
motivation for attacks, he said. Another is so-called hacktivism – 
hacking in to make a point or protest an issue. A third motivation is 
financial, usually meaning an attempt to get ransom.

Verizon’s annual report saw growth in all three types of motivations, 
Sartin said, adding that any major US utility would be vulnerable to all three.

Ernst & Young’s “Global information survey” confirmed the growth in threats. Last year, 74% 
of utility respondents worldwide (68 from 25 countries) reported an increase in external 
threats compared with 2013.

Although attacks or potential attacks from hostile nations attract attention, cybersecurity 
risks grid stakeholders face are not limited to those with malicious plans, Weiss told us.

Increased smart grid automation and internet connectivity creates vulnerabilities linked to 
mistakes, negligence, misguided intentions and other mundane actions, he said. He keeps a 
running tally of incidents.

Most of Weiss’s 400 documented incidents were, in fact, not malicious in nature. NIST’s definition 
of a cyber-incident focuses on communications between systems or people and systems that 
affect confidentiality, integrity or availability and does not include malicious intent, he noted.

Any incident, whether unintentional or the result of misguided intentions, can make a system 
less robust and easier to attack.

“We’ve had four major cyber-related outages in the US” since 2003, Weiss said.

These outages were not necessarily maliciously targeted even though they could have been 
caused by malicious cyber-attacks, he added. Further, NERC critical infrastructure protection 
(CIP) standards – meant to ensure the reliability of the bulk power system – would not have 
prevented any of the four incidents, he said.

The four:

• The Northeast blackout of 2003 was initially caused by a tree falling on power lines, but 
was worsened by the SCADA system at one affected G/T&D utility when a software bug 

[ PART 2 ]
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prevented any alarms. Over 50 million people in the US and Canada lost power.

• A 2007 outage in the Southwestern US at a distribution utility was caused by a vendor 
intentionally altering the programming of a SCADA system from what was specified by the 
utility’s purchase order. The factory acceptance test did not identify the change and over 
90,000 customers lost power.

• A 2008 outage in Florida was caused by an engineer at a G/T&D utility performing 
maintenance at a substation. The engineer disabled all protective pieces of equipment 
and then remotely activated faulted substation equipment. The resulting cascading outage 
knocked out power to nearly 1 million homes.

• A 2011 outage in the West at a T&D utility was caused by maintenance issues in a 
substation, similar to what happened in Florida in 2008. Nearly 7 million lost power.

Some of the recommendations the US-Canada Power Outage Task Force made in its final 
reports on the 2003 and 2011 outages were not incorporated into the NERC CIPs, he added.

Legal exposure prioritized

Despite growing threats and incidents, grid security remains an issue few want to talk 
about, Weiss said. “People aren’t willing to publicly state there have been grid cybersecurity 
incidents. They call it a ‘glitch’ and go on from there.

“The government won’t even use the word ‘cyber’ when these incidents occur,” he added. 
When cybersecurity is determined to be an issue, no one wants to acknowledge it.

QUOTABLE: There is this tremendous disincentive to acknowledge that 
cyber was involved. If cyber was involved, you trigger more paperwork 
and more exposure – and potentially make the facility a target for further 
hacking. – Weiss

The industry has been slow to recognize and act on the risks, Swearingen told us.

“We have 21st century technology operating with a 1970s mentality,” he said. “We’re slow to 
awaken. The idea is, ‘What we have has worked for 30 years.’ The industry won’t change or 
will do only what it has to do to avoid legal exposure.”

When utility executives do recognize the threats, few are ready to address those threats, 
Ernst & Young’s survey last year found. Sixty percent of the 68 utility respondents in 25 
countries said they felt vulnerabilities had grown in the previous 12 months.

Seventy-three percent of the respondents had no threat-intelligence program or only 
an informal program, and 69% felt it was unlikely or highly unlikely they could detect a 
sophisticated attack. Sixty-three percent said the information-security function was only 
partially meeting the needs of the utility.

Table of contents 
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Would insurance firms succeed where feds in US failed?
As utilities rush to gain cyber coverage, DHS gets in on the act

Many utilities in the last 18 months have moved to insure themselves against problems 
caused by cyber attacks, Khudairi told us. But one out of 10 initially are turned down 
because their systems are not sufficiently protected, she said.

The business world may as well take the reins in getting utilities to adequately protect themselves 
against cyber attacks – because federal regulations and suggestions are failing, experts told us.

QUOTABLE: We’ve been writing cyber insurance for about 10 years. In the 
first eight of those years, the bulk of our book was made up of healthcare and 
retail (including any company that takes credit cards) and financial institutions. 
Two years ago, Tokio Marine Kiln covered only a few utilities. In the last 18 
months, I’ve seen a huge increase in inquiries from the utility sector. It’s five or 
six times what it was two years ago. They’re looking for business-interruption 
coverage along with data-breach coverage. Utilities are one of the fastest-
growing sectors for new buyers to the market. – Khudairi

Cyber liability insurance has evolved over the past two or three years, agreed Diane 
Belanger, executive director of the Public Utilities Risk Management Assn (PURMA) in 
Westborough, Mass, which works with a licensed broker to obtain commercial insurance for 
its members in Connecticut, Massachusetts, New York, Rhode Island and Vermont.

“Markets have responded by streamlining their applications and offering attractive coverage 
forms that include coverage for third-party liability, first-party expenses related to required 
breach responses and also coverage for regulatory defense and penalties,” she said.

First-party coverage includes control system/RTU vulnerabilities like network disruption of 
production, energy systems and operational network, Khudairi said.

“The exposure is business interruption, extra expense and IT forensic costs,” she added.

The other areas of coverage are to indemnify customers or clients following breaches that 
expose customer information, which are often the result of the network being accessed via the 
internet, Khudairi said, adding that almost all corporate networks are connected to the internet.

In this regard, utilities have the same exposures as any organization would that takes 
customer and employee personal information, Belanger said.

A utility data breach can result in IT forensic costs, notification costs, public relations expense 
and credit monitoring, as well as third-party liabilities and legal defense costs, Khudairi said.

Extensions to coverage include other third-party liabilities that arise if a breach results in a 

[ PART 3 ]
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loss of power to a customer, she said.

Despite the fact that cyber risk has become increasingly prevalent, PURMA’s property 
insurance program, which includes about $750 million of members’ property assets 
through AIG, has not restricted coverage by excluding cyber attacks, Belanger said.

Insurance is, of course, no substitute for taking the right protective measures, Khudairi 
and Belanger said.

Utilities have the added responsibility of protecting physical assets in order to keep 
their services up and running, which is why both cyber liability insurance and property 
insurance should be considered, Belanger said.

Before providing cybersecurity insurance, Tokio Marine Kiln surveys and investigates prospective 
clients to discover what security measures clients have in place, she said. Some utilities that 
are first denied later get insurance after taking the right protective steps, Khudairi said.

‘Carrot and stick’ approach urged

An insurance-based approach is the best way to improve cybersecurity, Weiss told us.

Joe Weiss

QUOTABLE: My belief is that industrial control system cybersecurity 
will take a significant step forward when insurance firms take the 
approach that you adequately secure your systems or the insurance 
company will raise your premiums or won’t insure you at all. Lloyds of 
London is already starting to do that. Since insurance companies focus 
on risk and potential payoffs, the insurance industry should require real 
security by using a carrot and stick approach. – Weiss

The carrot would be based on the current precedent of 
insurance firms cutting premiums for utilities that have in place 

a comprehensive, predictive maintenance program. On the security side, that could 
be expanded to lower premiums for utilities that implement appropriate cybersecurity 
programs to guard against cyber threats – both unintentional and malicious, Weiss said.

The stick would be to raise premiums or drop utilities that do not adequately address real 
security, he said.

“I believe insurance companies want to know if you can have an event that can cause business 
interruption and/or injure people,” Weiss said. “I don’t believe the government approach is 
working. Checking a compliance box is irrelevant to an insurance company that could have to 
make a $100 million payout because of an unmitigated control system cyber incident.”

However, security measures requested by insurance providers to reduce exposure could be 
overreaching and limit industry response to incidents, Swearingen told us.

“It would be important in developing insurance for cybersecurity that a flexible plan be 
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developed to assess a utility’s needs and requirements,” he said.

With such a flexible plan in place, utilities could then make decisions about capital 
needed for minimize exposure by assessing costs for each measure compared to the 
infrastructure risk involved, Swearingen said.

Insurers offer utilities advice

Utilities should consider their connectivity to the outside world, Khudairi said.

Utilities should allow only one-way communication out of the infrastructure network into 
the corporate network, she said, noting that that does not mean utilities should employ 
less smart grid technology.

Utilities also should establish suitable firewall configurations, separate access 
management setup and good backup methodology, she said.

Ensuring that connections to RTUs (remote terminal units) and any parts of the digital 
SCADA system are encrypted and ensuring that at least two-factor authentication is used 
for remote access to the network are protective measures the insurance firm needs to 
see, she said.

Another positive step utilities can take is to join threat-sharing groups, Khudairi said. 
“They can speak to their peers, find out what they’re seeing and what recent attacks 
they’ve had,” she said. “That’s what the hackers do – they have websites and groups they 
attend to share hacking information.”

Lack of information sharing remains a weak point, Michael Assante told us. He is director 
of industrial control systems at the SANS Institute in Idaho Falls, Idaho, and former VP 
and chief security officer at NERC – where he oversaw implementation of cybersecurity 
standards.

“We want to promote information sharing,” he said. One good model is NASA’s Aviation 
Safety Reporting System, which lets pilots voluntarily and anonymously report unsafe 
situations they have encountered.

Having a third party regularly audit a utility’s security system also can help identify 
problems, Khudairi said.

“There’s no point in having just your IT department, who set it up in the first place, look at 
it,” she said. “You need a second pair of eyes looking over everything.”

Firms should lock down access to USB drives and ensure that badge access is rigorously 
followed, Khudairi said. ID cards should be mandated for all employees and contractors, 
she added.

Firms should set a plan for reviewing firewalls, intrusion protection and detection-system 
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logs, she said. Have a written plan to follow in the event of a security incident, she added.

DHS looking at insurance

The US Dept of Homeland Security (DHS) is involved in discussions on cybersecurity 
insurance, especially the obstacles facing so-called first-party markets covering a firm or 
utility’s own cyber-related critical infrastructure losses, a DHS official told us, speaking on 
condition of anonymity.

“Through its engagements with insurance carriers, risk managers, cybersecurity 
professionals, infrastructure owners and the academic community, DHS has concluded 
that the third-party market, which typically covers data breaches that impact a company’s 
customers, continues to advance,” the official told us. “It benefits from a growing amount of 
available actuarial data about such breaches.”

In contrast, the first-party market, which covers a utility’s own cyber-related losses, faces 
challenges stemming from the lack of information sharing between affected entities about 
the frequency and impact of cyber incidents, the DHS official said.

“DHS is engaging with insurers, chief information security officers and other cybersecurity 
professionals to discuss ways to promote cyber-incident data sharing,” the official said. 
“The goal of this discussion is to identify not only data of interest to these partners but 
also the kinds of cyber-risk analysis based on that data that would advance a more robust 
cybersecurity insurance market and more informed cyber-risk management investment by 
industry.”

Recognizing the risks is a key first step.

“One of the biggest ‘lacks’ is lack of awareness of the risk,” Khudairi said. “Just because 
you’ve invested in good technology does not mean you won’t suffer a cyber breach or cyber 
attack of some sort.”

Table of contents 

http://www.smartgridtoday.com
http://www.smartgridtoday.com/the2015fix


© 2015 Modern Markets Intelligence Inc., www.smartgridtoday.com. NOTICE: Copying this document without permission is a 
violation of US copyright law and is punishable with fines. For information on buying one or more copies of this report, call +1-301-769-6812 
(1-888-637-7776 toll-free in the US and Canada) or visit www.smartgridtoday.com/the2015fix.

9

Smart Grid Today ’s Exclusive Report THE 2015 FIX

Vulnerabilities abound as things join people online
Kiosks and other courtesy connections pose real risks

Within utilities, internet connections for employees to check email and customers to pay bills 
and monitor energy use pose cybersecurity vulnerabilities, Sartin told us. He was one of the 
authors of the latest version of Verizon’s annual “Data breach investigations report.”

Payment kiosks in shopping malls and elsewhere are another vulnerability, Ernest Wohnig, 
senior global cybersecurity advisor at the AES Corp and former senior VP at cybersecurity 
consultancy System 1, told us. “If the kiosk is online, there is greater risk of exposure that 
needs to be addressed.

“All of this is developing so quickly that we’re playing a catch-up game,” Wohnig said.

[EDITOR’S NOTE: As the first mass deployment of the “internet of things” (IOT) (SGT, May-29), 
the smart grid shows cybersecurity is an IOT pain point that cannot be brushed aside.] 

In one utility breach, hackers gained access to the online billing system and changed 
settings that impacted customers’ bills, Sartin said, declining to name the firm. “The utility 
thought someone had gotten into the mainframe.”

“But the web server had one particular app to speak to the mainframe and you could find 
the file in plain English, could see the ports, the internal user names and passwords,” he 
said. “You could walk right through the security system. It was a basic Telnet connection to 
the mainframe.”

Hackers remained in that system for about three months before problems came to light, Sartin said. 
The breach was not discovered internally, but rather when customers received incorrect bills.

“The utility started getting massive numbers of complaints in a short time period,” he added. 
“It wasn’t until the complaints got bad that they reached out to an expert.”

Employees, their laptops and other internet-connected technology pose another key vulnerability, 
Sartin said. That’s how hackers gained access in several recent, well-known attacks. 

“Employees check email,” he said. “They share files. It’s getting easier for crooks to exploit 
weaknesses. That avenue makes for the most efficiency in getting into a business.”

To gain access to controls at a German steel mill recently, hackers targeted employees via “spear-
phishing” emails – messages that appear to come from a trusted source – to get credentials including 
login names and passwords to access the industrial control system, Wohnig said. The attack severely 
damaged a blast furnace, the German Federal Office for Information Security said in December.

The hack caused an emergency shutdown that electric grid operators around the world should 
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note because such an attack can cost hundreds of millions of dollars in recovery, he added.

“When you shut down a smelter without doing it in the proper manner, you no longer 
have a smelter,” Wohnig said. “You wind up with a hunk of metal. It cost tens of millions in 
damages and lost productivity to get the single smelter back on line.

“If they compromised the whole facility, we would be talking potentially hundreds of 
millions of dollars to get it clean, back up and running.”

For a utility, the equivalent scenario would involve hackers gaining access to the utility’s 
enterprise network via a direct spear-phishing attack or via scenarios such as a so-called 
lost USB drive, he added.

In that scenario, the USB drive is infected with a virus and is left out for someone to find. 
When plugged in as part of an attempt to identify the owner, the virus provides hackers 
with a user’s login information.

When the hacker gains access to the enterprise network, he can continue to use spear-
phishing techniques to find a control system engineer or supervisor and use their 
credentials to gain access to the SCADA system, Wohnig said.

Depending on the architecture and security structure of the utility’s network, hackers 
could even install a screen- and/or keystroke-capture script and learn how the network 
works directly from the compromised control engineer, he added. 

This would require a higher level of skill and malicious intent than the original exercise of 
stealing the credentials and gaining access, which requires only patience and an ability to 
use a prebuilt malware kit, Wohnig said.

Once access is gained, the hacker could compromise a smart meter network, he said. 
These networks are notorious for their weaker security due to their greater exposure 
footprint, poor security architecture and limited security design of early smart grid 
installations, he added.

Dragonfly example offered

Liam O’Murchu

A group known as Dragonfly, believed to be based in Eastern Europe, 
gained access in 2013 to grids in France, Germany, Italy, Poland, Spain, 
Turkey and the US, technology firm Symantec said in a white paper and 
blog. The Dragonfly attack targeted major power-generation firms, 
petroleum pipeline operators and energy industrial equipment providers, 
the maker of Norton Antivirus software said.

The attacking group used several techniques to hack into computers, 
Liam O’Murchu, senior manager at Symantec, told us. The hackers first 

sent malware in spear-phishing attacks to employees at target firms.

Next, the hackers moved to so-called “watering hole” attacks – compromising websites 
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likely to be visited by employees at target firms and then redirecting employees to 
websites hosting an exploit kit, O’Murchu said. The exploit kit installed malware to the 
employees’ computers.

The third phase was installing malware on legitimate software produced by three 
manufacturers, he added. 

“Most effectively, they were able to hack into the websites of legitimate software companies, 
alter the software and include a back door,” O’Murchu said.

Vendor site compromised

For example, one product provided virtual private network (VPN) access to programmable 
logic controller (PLC) devices. One software vendor discovered the attack within 10 days 
but there had already been over 200 downloads of infected software, he added, declining 
to name the vendor.

“When a utility or other company wanted to download software from this legitimate 
website, they would expect it to be clean but the software also had this back door that 
hackers could get into,” O’Murchu said. “The back door would allow hackers to connect to 
the network at any time.”

With that access, hackers could find a blueprint of the connected network and see how 
equipment was running, he added.

“They could come back at any time … and connect into the heart of the SCADA network. 
They could take control of that network and do anything an administrator could do.

“They had the ability to shut off services, reconfigure devices, make devices work in a 
different way, take devices offline – the possibilities are quite large when you have that 
much control,” O’Murchu said.

Patient hackers do more harm

This kind of access, where attackers get into a system and “sit in there” is much worse 
than a one-time attack, Swearingen told us. “You can just get in there and watch what’s 
being done.”

“You can watch their operators take down data. You know what their tendencies are, what 
their protections are, what they’re trying to do,” he added. By patiently monitoring the 
system, it would be possible to cause more damage to the grid later than would result from 
a single-moment, single-point attack, Swearingen said.

“By gathering information from a cyber-intrusion, the cyber intruder has the intelligence 
it needs to form an effective strategy for a more devastating and effective coordinated 
cyberattack,” he added.
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Symantec, Infracritical probe utility cybersecurity
Experts see vulnerabilities most hackers just miss

Liam O’Murchu

Energy firms have become “a very large target” of cyber-espionage as it 
relates to national security, O’Murchu told us. “They have been for the last 
two or three years and we don’t expect that to change any time soon.”

Symantec’s just-publicized “Internet security threat report” reiterated 
O’Murchu’s comments about targeted attacks on utility industrial control 
systems (ICSs). Attacks are maturing and becoming more frequent, the 
report said.

A successful utility cyberattack requires specialized knowledge of both 
IT security software and industrial controls, Brodsky told us. 

But hackers love a challenge.

“We see hackers innovating all the time,” O’Murchu said. “It’s clear from Dragonfly and other 
threats we’ve seen that getting on these kinds of networks is high priority for the attackers. 
A group known as Dragonfly gained access in 2013 to grids in France, Germany, Italy, 
Poland, Spain, Turkey and the US, technology firm Symantec said in a white paper and blog 
(SGT, April-21).

“We don’t expect the hackers to go away just because we exposed Dragonfly. We expect to 
see the same sort of attacks continuing,” he added. “It’s a matter of keeping up with what the 
hackers are doing.”

A growing number of attacks exploit what the industry calls “zero-day” vulnerabilities – ones 
without a patch or fix, O’Murchu said. “Generally, the vulnerability is known by a small 
number of people.

“The attack group will use it in a discreet way so it won’t be noticed – so they can continue to 
have that advantage for a long period of time. Those are the most dangerous types of attacks.”

A key entry point for these attacks is poorly protected, internet-accessible critical infrastructure 
devices, the report said. To provide remote access, elements of SCADA systems used to monitor and 
control plants and equipment are connected to the internet through corporate networks, it added.

Infracritical conducted Operation Shine from April 2012 to January 2014 and found nearly 
2.2 million SCADA devices worldwide open to the internet, we reported (SGT, April-7).

Many ICSs were designed and installed years ago – before internet-based technologies 
were used in businesses, the Symantec report said. “This often leads to security polices 
rooted in a ‘security through obscurity’ approach, using physical isolation, proprietary 
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protocols and specialized hardware in the hope that it will keep them secure.”

The focus then was on reliability, maintainability and availability with little to no emphasis on 
security, it added.

“People have looked at this in the past and said, ‘That’s not a real security problem’,” Brodsky 
told us. “It’s just now that people have started to get interested in this whole process.”

QUOTABLE: Electric utilities will do surveys as part of NERC CIP compliance 
and find things that nobody realized were still there. They might find an old modem 
that wasn’t removed because the guy who knew it was there retired two years ago. 
They might find forgotten accounts and passwords from construction days that no 
one knew were there. Lots of ugly details are routinely ignored because they don’t 
impact regular operations. That’s where things get kind of scary. – Brodsky

In addition to entry points via SCADA – ICSs and related software have other inherent vulnerabilities, 
the Symantec report said. One is buffer overflows, where a program or process tries to store more 
data in a temporary storage area than the buffer was meant to hold. The data can overflow 
into adjacent buffers and overwrite or corrupt other data, it added.

An attacker can use buffer overflows to overwrite the memory adjacent to a buffer and execute 
malicious code, Preeti Agarwal, senior professional research engineer at Symantec, told us. 

This can alter the program behavior and execute the attack code, she said.

Another vulnerability is the widespread adoption of openness, productivity and connectivity (OPC) 
specifications in SCADA systems for critical communications, she added. OPC is a vendor-neutral 
protocol used to connect SCADA devices and other servers on the control network.

The older version of OPC is more vulnerable to attacks for several reasons:

• Inherent weaknesses make it difficult to create meaningful firewall rules;

• Configuration requires an anonymous login for part of the system;

• Default configurations can lead to easy access to the server;

• OPC does not require message integrity checks, and

• Several OPC implementations demonstrated weak access control methods to the assets 
through the OPC server.

A new version of OPC is more secure, Agarwal said.

Weak links revealed

Weak authentication in ICS protocols opens the door for more attacks that could let 
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attackers send rogue commands to programmable logic controllers or fake statuses to 
technicians, the report said. Compromises to an engineering workstation used to program 
PLCs can lead to reverse engineering, which can be used to craft attacks, it added.

In the future, a growing amount of mobile technology in use in the field to make 
administration more efficient will also open new attack windows for hackers, the Symantec 
report said. Hackers may develop generalized techniques for penetrating ICSs, it added.

This could lead to a rise in freely available ICS exploit kits, which would increase attack 
numbers.

But mounting a successful attack on an ICS could require specialized knowledge, such as 
an understanding of the significance of the various tag names on internet-facing protocols, 
Brodsky said. “If somebody handed you a tag name ‘PSH 505,’ you’d have to know a lot 
about the process itself.

“If you find the drawings for a plant, you might figure out what ‘loop 505’ is, but you need that 
reference.”

Hackers unaware

What keeps most attacks from happening, he added, is that few hackers know a lot about 
both IT security and control engineering.

Paradoxically, the lack of security training for engineers is also what makes it hard to 
prevent attacks, Brodsky said. “It’s not in the universities yet. Professors say, ‘Where is the 
textbook?’ There are no formal textbooks.

“This is why it is so hard to find people who know what they’re doing,” he added. 
“Certification efforts are just now getting started.

“I have yet to see a certificate that indicates a credible level of theory and practice, though 
the situation is improving,” Brodsky said.
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Renewables, even those at ‘edge,’ demand attention 
Vulnerabilities grow as new technologies flourish

Renewables, while a small percentage of generation, pose a major cybersecurity 
vulnerability for utilities and their smart grid tech providers, Positive Technologies VP of 
sales Daniel Tara told us. His firm offers security services and was able in Europe last 
year to access 80,000 solar generators and 500 wind generators representing 8 GWs of 
generation.

“Some of them can be hacked with just simple tools anybody can download on the 
internet,” he said. “That’s big. If you can combine the power of those, that can be very 
destructive.”

Such an attack could cause stability problems throughout a utility, Swearingen told us.

A hacker could confuse the national power grid by controlling the solar and wind generation 
and incorrectly advising grid operators that neither solar nor wind were generating any 
power, Tara said. Based on that incorrect data, the hydro and nuclear plants would ramp up 
generation, leading to too much power in the grid, which would start to burn up cables and 
disrupt substations, he added.

Conversely, a hacker could send messages within the system saying that renewables were 
generating power when they actually were not, causing blackouts, Tara said, and Europe 
could go dark.

After a widespread outage, it is not certain how long it would take to switch from the smart 
grid to a manual system, with correct information on whether renewables were generating, 
and then restore power, he added.

Positive Technologies’ discovery of these accessible renewables was not an isolated 
incident. Other potential vulnerabilities were uncovered April 2012 to January 2014 by 
Operation Shine (SGT, April-7) and reportedly in 2012 by Italian researchers Roberto Paleari 
and Ivan Speziale.

According to multiple press reports, Paleari and Speziale, who work at the IT security firm 
Emaze, discovered vulnerabilities affecting the Sinapsi ESolar Light Photovoltaic System 
Monitor, a SCADA-monitoring project.

After the potential problem was publicized, the US Dept of Homeland Security’s Industrial 
Control Systems Cyber Emergency Response Team issued an alert. Hackers working 
remotely could exploit the vulnerabilities and execute code, affecting the availability and 
integrity of the device, the alert said.

During Operation Shine, a number of wind farms’ Distributed Network Protocol 
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(DNP3) interfaces were discovered to be open to the internet, Brodsky told us. His firm 
conducted Operation Shine to find vulnerable control systems.

Many of the interfaces were still in the default configuration from the factory, he said. 
Operation Shine did not try to identify specific wind farms.

“They all looked like they were in default configuration and no one had touched them,” 
Brodsky told us. “It appears that by default, the controller had DNP3 enabled.

“The integrator did not bother securing anything, probably because it wasn’t in the 
contract. They just left things as they came out of the box from the vendor.

“That’s common behavior across the software industry but it represents a back door into 
the system,” Brodsky said.

Beyond the exposure for potential hacks, there have been actual hacking incidents, Weiss 
told us. “Back in June [2014], two separate wind farms, one in the US and one in Canada, 
actually had their wind turbines hacked,” he said, declining to disclose their identities.

In each attack, the wind turbine’s automated voltage regulator was targeted, he said. “You 
could certainly end up destroying the turbine.”

Vendors act fast 

Once alerted, the relevant equipment makers quickly eliminated potential vulnerabilities, 
experts told us. After the Positive Technologies discovery, solar equipment makers in 
Europe moved fast to secure generators, they added.

As of March, only 20,000 solar generators on the continent were still accessible, Tara 
said. Many of the wind devices have since been disconnected from the internet and can 
no longer be hacked, he added.

After the earlier issue discovered by Emaze, the manufacturer issued a security fix, 
Paleari told us. He is a senior security consultant at Emaze.

“We gave a quick look at the patched version and the issues seem to have been 
remediated properly,” Paleari said. “However, we have not performed a complete analysis 
of the software, so we could have missed some vulnerabilities,” he added.

Tara and the other experts interviewed for this article were not aware of similar research 
in the US, they said.

Big names take care 

Bigger solar gear makers are mindful of cybersecurity concerns, Tara said, and smaller 
ones are often not aware of the security issues posed by unprotected equipment. “They 
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have some pretty good technologies but they are not very concerned about security,” he 
added.

“The weakest points are the intersection points,” Tara said. “If you are a hacker, it is much 
easier to hack those small devices and then go into the smart grid itself. Those devices are 
connected to smart meters.

“From a smart meter, you can jump into the grid and get into the control room,” he added.

The automated, internet-connected renewable technology has not matured yet on the 
security side compared with some other aspects of the smart grid, Assante told us.

At NERC, Assante oversaw implementation of cybersecurity standards such as when smart 
meters first came out, he said.

QUOTABLE: The good thing was, the ‘Itrons’ of the world learned quickly and 
started addressing cybersecurity concerns. Metering technology got better, but 
in the renewable sector, there’s not the same kind of demand. You’re dealing 
with new market players with technology who have not necessarily been 
prioritizing security requirements. It is a young field. – Assante

Time to act already here

Renewables are an important element of the evolving DG system but their integration is 
new enough that everyone involved is still determining their contributions and constraints, 
Assante said. 

Renewables are often seen as nice to have but not critical, he added.

As renewables grow in the US, they will become a more important part of the generation 
mix. Germany is already highly reliant on some of these renewable assets, Assante said.

QUOTABLE: Before you turn around, renewables will have grown to become 
critical in supplying power [in the US]. If renewables are an important strategy, 
we should be looking five years down the road and investing in security now. It 
will be harder to go back and retrofit security. – Assante

For example, Germany is spending millions on retrofitting renewables to be more reliable, an 
EPRI spokesperson told us (SGT, Dec-23).

Online elements vulnerable

Another vulnerability for renewables is the online systems at solar equipment makers that 
let consumers track how much money they are saving with DG, Tara said. “They have pie 
charts for the home user to see how much electricity they’re saving.

“When those things are connected to the system on the manufacturer’s website or in the 

http://www.smartgridtoday.com
http://www.smartgridtoday.com/the2015fix
http://www.smartgridtoday.com/public/EPRI-Germany-faces-20-billion-in-inverter-upgrades.cfm


© 2015 Modern Markets Intelligence Inc., www.smartgridtoday.com. NOTICE: Copying this document without permission is a 
violation of US copyright law and is punishable with fines. For information on buying one or more copies of this report, call +1-301-769-6812 
(1-888-637-7776 toll-free in the US and Canada) or visit www.smartgridtoday.com/the2015fix.

19

Smart Grid Today ’s Exclusive Report THE 2015 FIX

cloud, you can hack the website or the cloud provider and control all those devices.”

As for wind, most wind farms include 100-200 wind generators in a single field, each with 
its own digital SCADA system, he added.

The smallness and separateness of renewables can be a way to avoid oversight by NERC.

For a generator to fall under NERC’s critical infrastructure protection (CIP) regulations, it 
has to produce 1,500 MWs, Weiss said. So instead of classifying an entire wind farm as 
one big asset, energy providers instead set up a separate control room for each generator 
to avoid being affected by NERC CIPS, he explained.

But is that a bad thing?

Wind-farm operators can use separate SCADA systems as a means to improve security. 
“Their SCADA system is not connected to the utility’s,” Swearingen said. “They use the 
term ‘air-gapped’ – it’s not connected.”

But regardless of air-gapping, these wind generators actually are connected to and can 
impact the larger system if they unexpectedly start or stop generating power, he said.

Mike Swearingen

“The deal is, the wind generators are connected to the entire system,” 
Swearingen said. “If you control the SCADA system for the wind 
generators, you control the generation and they’re going to affect the 
utility’s system.”

Someone who wanted to cause damage at a utility could pick a large-
scale wind generation farm and get into that digital SCADA system, 
he said. “We don’t know what the security is for the wind-farm SCADA 
system, but they’re probably an easier mark than a larger utility.”

Quick disconnect needed

Grid operators also need the ability to quickly disconnect renewables if they start causing 
stability or reliability problems for the whole system, Swearingen said.

At Tri County Electric Co-op, “we had wind facilities connected to sub-transmission, 
33-KV lines,” he added. “Between the co-op and the wind farm there was a breaker. We 
could open that breaker immediately if they were going to cause a problem to our system.

“If the breaker didn’t trip itself automatically, we could trip it from the main office,” 
Swearingen said. 

But adding that breaker to protect the system meant the new breaker had to be protected, 
too, he added.

“You have a relay involved now,” Swearingen said. “What are you doing to make sure 
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your relay in the field is protected? You have to make sure someone won’t come out, 
open your box up and stir around with your relay.”

Do not discount renewables 

Even though renewables, especially home solar, are often at the so-called “edge” of the grid, 
they are connected and have to be protected, he added. To keep the power system out of 
harm’s way, grid operators have to secure and monitor renewables and ask key questions, 
Swearingen said.

“What’s their security system? What monitoring capabilities do you have? Do you have 
power quality meters? Are you watching their voltages? Are you watching key engineering 
figures?” he asked. 

“Renewables are part of the regular grid. You have to take them just as seriously, 
Swearingen said.
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With spending, ask how much – and where
Top utility industry brass still not getting message

Verizon Enterprise Solutions publishes its annual data-breach investigations report (DBIR) to 
help drive the cybersecurity decision-making process, one of the authors of the report, Sartin, 
told us. “It’s not more spending that’s needed – it’s more spending in the right place,” he said.

One problem for utilities is that spending on cybersecurity is not necessarily recovered 
through rate cases, Swearingen told us.

If a utility such as Xcel seeks to invest in equipment to improve the cybersecurity of its G&T 
facilities, there is no mechanism to recover the cost through traditional rate recovery, he 
said. If the utility tried to recover the cybersecurity costs through rate recovery, it would most 
likely be disputed at FERC by the ratepayers of those G&T facilities.

Ratepayers likely would win a favorable ruling from FERC because currently there are no 
precedents on the issue, he added.

The commission could set such precedents, most likely through issuance of an order setting 
up criteria and guidelines for such a recovery, Swearingen said. 

Unlike other utility improvements, cybersecurity spending does not cause stock prices to go 
up, he added.

“You don’t hear ‘Xcel Energy spent $60 million on cybersecurity and that investment caused 
the stock to go up $5/share. But you may hear that Xcel built three new transmission 
interchanges and the stock price went up,” Swearingen noted.

“That’s very tangible stuff that will cause stock prices to go up. Cybersecurity is not a 
tangible investment.”

Nor is utility spending on cybersecurity properly directed, other experts said, echoing Sartin.

“There’s too much focus on the amount of spending and not on where it is being spent,” 
Weiss told us. “Money needs to be spent on actually securing the systems and training 
people to do something about it.

“Are they spending on the right things? The answer is a huge ‘NO,’” he said.

The cybersecurity investment should include hiring skilled people, Assante told us.  

Proper employee training is a key component, Wohnig told us. 

“There’s too much of an emphasis on bright and shiny toys – that this software security 

[ PART 7 ]

http://www.smartgridtoday.com
http://www.smartgridtoday.com/the2015fix


© 2015 Modern Markets Intelligence Inc., www.smartgridtoday.com. NOTICE: Copying this document without permission is a 
violation of US copyright law and is punishable with fines. For information on buying one or more copies of this report, call +1-301-769-6812 
(1-888-637-7776 toll-free in the US and Canada) or visit www.smartgridtoday.com/the2015fix.

22

Smart Grid Today ’s Exclusive Report THE 2015 FIX

provider or hardware peddler will solve all your network-security problems,” Wohnig said.

Ernest Wohnig

“A, it never does, and B, even if it did at that moment in time, it won’t a 
day, a week, a month from now,” he added.

Spending is too IT focused, a recent survey by Ernst & Young (EY) 
revealed. “Organizations should place more emphasis on improving 
employee awareness of cybersecurity,” the report added.

The consultancy has been doing an annual security survey for 17 years but in 2013 
started breaking out the utility data and compiling a separate report, EY said.

The latest survey found cybersecurity lacks support at the “C-suite” and board level. “Despite cyber 
risks being seen as potential show-stoppers for many power and utility businesses, only 15% of senior 
management responsible for cybersecurity has direct reporting lines to the board,” the report said.

“Cybersecurity is a business issue, not an IT topic,” EY said in the report titled “Securing 
utilities against cyberattacks” in 2013. “[But] when IT and security professionals seek to address 
cybersecurity across the enterprise, they are often impeded by weak organizational governance.”

Revelations in the “global information security survey” conducted last year were “alarming,” the 
firm said. That survey included responses from 1,825 C-suite leaders and information security 
and IT executives and managers – with participation from leaders at 68 utilities in 25 countries.

Industry not feeling ready

The survey of utility respondents found:

• Sixty-nine percent felt it was unlikely or highly unlikely they could detect a sophisticated attack;

• Sixty-three percent felt the information security function was only partially meeting the 
needs of the utility;

• Seventy-three percent had no threat-intelligence program or only an informal threat-
intelligence program, and

• Seventy-four percent believe threats have grown over the previous 12 months, and 60% 
feel vulnerabilities have.

Of utilities surveyed the year before by EY, 34% rated themselves as a one or two on a 
1-5 maturity scale in cybersecurity and 36% rated themselves a one or two in security 
governance and management.

“These weaknesses are worrying because the effective management of customer data 
and the reduction of cyber risk both rely on the active support and engagement of non-
IT business users,” the survey found.
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After all these years, utility IT, OT still miles apart
Cadre of cybersecurity luminaries share latest insights

Within utilities, the information technology (IT) and operational technology (OT) departments 
are still not talking to each other, security experts told us, resurrecting an issue Smart 
Grid Today first addressed in 2011 (SGT, 2011-Oct-11). Unfortunately, their computers and 
systems are talking to each other – often without anyone knowing it and that disconnect is 
hurting utility cybersecurity, the experts said.

“OT and IT are not working together,” Sartin told us. He is also one of the authors of 
Verizon’s annual “Data breach investigations report (DBIR).”

“It’s two different cultures. Until those two cultures in the energy sector start working together 
in unison, you’re going to have vulnerabilities that we cannot circumnavigate,” Sartin said.

When OT and IT do talk, they’re often not talking the same language, Wohnig told us. People 
on the IT side talk about cybersecurity using current buzzwords that mean nothing to a 
senior operations engineer, he said.

On the other side, systems engineers often cannot explain potential breaches in ways that 
effectively convey the risk to those who make budget decisions, he added.

In some utilities, cybersecurity is considered the responsibility of “those IT people over 
there,” – meaning IT department folks, Assante told us. 

“The folks in operations and engineering need to understand the role they need to play,” he said.

“We need an integrated approach to deal with cyber risk. We need bridging capability 
between the OT and IT folks so they can speak the same language and so that each side 
possesses fundamental knowledge,” he added.

Many security holes have opened due to the incorrect notion that the OT side of the utility was not 
internet accessible, Sartin said. But hackers can get in by exploiting vulnerabilities on the IT side or 
by gaining access to the growing number of OT devices that are now internet connected, he added.

Energy firms should consider their connectivity to the outside world, Khudairi told us. 

Utilities should allow only one-way communication out of the infrastructure network into the 
corporate network, she said.

Firms should have suitable firewall configurations, separate access management and setups 
and backups, she added.

“Securing OT systems requires a greater degree of planning, coordination and testing,” 
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Assante said. “The demands that come from working on production systems that are 
required to be up around the clock are not to be taken lightly.”

That is because internet security grew up around informational technologies, Sartin 
noted. “This designated critical infrastructure – the systems that operate a grid, operate 
a power plant, operate a water generation facility – are not information technology but 
operational technology,” he added. “You have to retrofit for operational security.”

On the other hand, industrial control systems can be easier to secure, Assante said.

Michael Assante

QUOTABLE: The ironic tragedy is that the ICS (industrial 
control systems) network is far more defendable than 
connected enterprise networks, as it is designed with 
specific purpose and functionality. We fail to take 
advantage of this attribute as most have little or no security 
visibility on the inside and lack a baseline of normal 
communications. – Assante

People in utility operations need access to data from the internet 
and the IT side of the utility, Brodsky told us. “Many operations 

watch the spot market price for electricity on the grid,” he said.

But that data does not have to be transferred through a direct network connection, he 
added. One way to securely handle this transfer is to build a full “de-militarized zone” 
network between the OT and IT networks.

Data from one side is deposited “over the wall” onto servers in that DMZ and picked 
up via other servers in that DMZ. If these “sacrificial servers” fail, utility operations 
will continue, although the reports and coordination data may be stale, Brodsky said. 
Networks are color-coded to help ensure this separation.

Any hacker coming over that wall in an attempt to control operations would hit a 
significant impediment, he said. “It’s not quite a dead-end, but it would require enough 
effort to overcome that other means would be sought.”

A utility he has worked with (which he declined to identify), does not have many 
standards for control systems that it should have, but the firm maintains a fairly rigorous 
security posture, Brodsky said. Due to its proximity to an important city, if a successful 
attack against the firm’s control system took place, “it would get far more notice than if it 
were a small town.”

Protect every layer

Each part of the electric system needs a protection strategy, Assante said.

And Tokio Marine Kiln wants to see connections to programmable logic controllers 
(PLC) and any parts of the digital SCADA system at utility firms be encrypted or at least 
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require two-factor authentication, Khudairi said.

QUOTABLE: Does the transmission team have a cybersecurity component? 
Does the generation side have a cybersecurity contact? Who are the 
responsible owners and accountable parties? At the very least, there should 
be a security point of contact. Who are the folks watching it day to day? Even 
more, they need to feel ownership in dealing with cyber risks. – Assante

Beyond the control rooms, another issue is a lack of cybersecurity in the field, experts told us.

Many utilities that do have cybersecurity protection in place in their offices do not 
sufficiently protect equipment in the field, Swearingen told us. 

Nor do they have systems in place to ensure protection remains up to date, he added.

“They have cybersecurity for the computers in their offices, but they have a lot of 
relays in the field,” Swearingen said. “They don’t have a procedure for how they create 
passwords for those relays or how long those passwords are in use.

Mistakes being made

“They don’t have the manpower to do it. The places where I worked, we changed 
passwords every six months for major facilities, every year on minor facilities and every 
time an employee was fired who had access. You don’t want a disgruntled employee to 
have access after being fired,” he added.

Compounding the problem, some utilities and electric co-ops still use manufacturers’ 
default passwords for relays, Swearingen said. The software to gain access to relays can 
be obtained at most relay makers’ websites and a trial version is often free.

QUOTABLE: There are utilities who have no password policy concerning 
relays and as a result, the default passwords are never changed within the 
relays themselves. You don’t have to have permanent access. If you have 30 
days and you know what you’re doing, you can get in. – Swearingen

The practice of leaving default accounts and passwords in place on production equipment is a 
problem throughout the industry, Brodsky said. Marketing and product support practices suggest 
having most optional features enabled when the device is delivered to the customer, he added.

When features pose risk

The assumption is that the user or integrator will turn off the features they do not need when 
the unit is deployed. “The problem is that customers are not disabling anything because it 
doesn’t affect operations,” he said.

QUOTABLE: They do exactly what is needed to get a device up and running 
and very little else. It is unusual to find devices where any of the unneeded features 
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were turned off or removed. Those unused … features can be a significant security 
hazard. – Brodsky

Too many devices appear to have such default accounts in them, the Operation Shine report 
said. Once these practices become known, it becomes possible to find them on the internet.

This is one reason to stop building back doors such as factory-based passwords into 
products. To ensure default passwords are eliminated, the Operation Shine report called for 
policies, if not laws, outlining every default password and service an embedded device has.

“Such undocumented back-door accounts should not be legal for use within critical 
infrastructure applications,” the report authors said. “At some point in which the project’s 
implementation is turned over to the customer, there needs to be a documented ceremony 
identifying every device and account,” the report said.

“After it is turned over, the customer should be responsible for changing every … account except … 
those previously agreed to, for warranty remote access assistance by the implementer,” it added.

Weiss, Assante offer advice

An effective cybersecurity program should include control system authentication so the root 
causes of unusual conditions (whether cyber-related or not) are easier to identify, Weiss told us.

“We have minimal authentication for devices in a substation that open and close breakers, 
adjust voltages on transformers, etc, or in plants that adjust valve position, dampers, motor 
speed, etc,” he said. “One of the biggest problems in cybersecurity is attribution: how will you 
know what or who is responsible for the process change?”

The oil industry responded well to security issues, Assante reported. “Very early on, 
after experiencing a number of security incidents, the oil industry reorganized to provide 
accountability across the enterprise for control systems,” he added.

“They brought awareness and accountability for risk all the way up to the board level.”

The oil industry identified security points of contact within each sector and made 
organizational changes to deal with the complexities surrounding security, Assante said.

In the utility sector, ICS end-users need to re-think maintaining credentials and using 
services on the less trusted and more accessible enterprise network, he added. 

“The only way to maintain a secure and therefore reliable and predictable ICS is to rely 
on secure architecture and practices, deploy real-time monitoring tools and equip your 
engineers and security staff with the knowledge and methods to manage the integrity of your 
operational technology,” Assante said.
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Experts recommend grassroots approach 
Swearingen points to RTOs as possible salvation

The current utility regulatory model was developed by the utilities and does not do 
enough to protect the grid from cyber threats, Weiss told us. “Instead of working to 
ensure cybersecurity and grid reliability, utilities often strive to meet the compliance 
regulations to avoid a costly security audit.

“Unfortunately, the NERC CIP process requires a substantial amount of utility 
resources, often without a net increase in grid cybersecurity,” he added.

The scope of NERC’s CIP excludes many of the cyber threats that can, and have, 
affected power plants and the grid, experts told us. Some utility infrastructure that 
should be protected is not included and further, smaller electric generators do not fall 
under NERC CIP at all.

Joe Weiss

QUOTABLE: Generally, the industry is concerned about 
meeting NERC CIPs, which have little to do with security 
and reliability and everything to do with compliance. The CIP 
approach is about checking the box, not assuring the grid 
will be secure and reliable. – Weiss

Regulations do spur investment and get organizations focused on 
what they have to do, but they set false ceilings for compliance, 
Assante told us. 

“Utilities don’t want to exceed that bar and expose themselves to compliance risk with 
auditors,” he added.

What makes matters worse is the often-voluntary nature of determining what needs 
to be protected. Utilities still identify critical assets that then fall under the aegis of the 
NERC CIP program, Weiss said.

This generally results in a very substantial number of what should be considered 
critical assets being excluded from the NERC CIP program and thus not analyzed for 
cybersecurity, he added. “The omission of these assets can leave the grid at great risk 
to cyber threats.”

Further, the risk-based “Framework for Improving Critical Infrastructure Cybersecurity” 
that President Barack Obama called for in early 2013 is voluntary (SGT, 2013-Feb-
13). Smart Grid Today wrote about the issue of complying with NERC CIPs but not 
going beyond that compliance in special reports published in 2012 and 2013.

Regulations pose added problems as they cannot change fast enough to stay ahead 
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of constantly evolving threats, Weiss said.

Yet, those regulations often change even as utilities are still reacting to the previous 
versions, Assante told us.

“The threat landscape is changing daily,” Weiss said. “You have new vulnerability 
disclosures every week and yet it takes months, if not years, to change regulations.”

Assante agreed. “I worry, if you start to establish a very predictable and static set of 
requirements, then our adversaries can work around it,” he said.

On the other hand, utilities often launch several compliance projects in response to 
new regulations and/or security audits but then new rules come out before they can 
complete those projects, Assante said. “We can’t optimize our learning because there’s 
not a steady state.”

Instead of reacting to a problem that already occurred, utilities should work more on 
prevention, Sartin told us. “Instead of waiting for the federal government to enforce it, 
they could be reaching out to almost any qualified security company to help them set in 
place the right counter measures – and do it fast.”

The problem is made harder by the fact that not all utilities are even covered by NERC 
regulations, Swearingen told us. The Energy Policy Act of 2005 focused only on the 
bulk, or G&T, side of the grid, not the distribution side.

That means a majority of power providers – smaller utilities and rural electric co-ops – 
are not covered by federal regulations, he added.

QUOTABLE: Most utilities are not NERC-registered entities. Some 
co-ops say, ‘We’re not part of NERC. We’ll leave you alone and you 
leave us alone.’ – Swearingen

That attitude will not work, Swearingen and Weiss said. Since these smaller power 
providers are connected to the larger utilities, the risk to the larger firms and the entire grid 
remains, Swearingen added.

QUOTABLE: You can have all the legislation in the world. You can 
have all the fines in the world, but if the smaller utilities are not subject 
to the standards, subject to fines, the big utilities are exposed. If your 
neighboring utility has no protection, then you’re still exposed. It can still 
have a major effect on the grid. – Swearingen

RTOs urged to act 

Public-owned utilities and co-ops make up 87.5% of power providers, according to 
APPA statistics, Swearingen noted. These smaller utilities are at once more advanced in 
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infrastructure equipment necessary for a smart grid and less advanced in protecting that 
infrastructure, he added.

QUOTABLE: Very few of these smaller distribution utilities have a cybersecurity 
program to protect their grids and, as a result, they represent a glaring weakness 
within the nation’s grid. A majority of electricity providers – smaller utilities and 
rural electric co-ops – are not covered by federal regulations. Since these 
distribution utilities are interconnected to the nation’s generation and transmission 
grid, they are a vulnerable link in the nation’s infrastructure. A well-coordinated 
cyber invasion or attack could cause a cascading effect. – Swearingen

To shrink that security gap, RTO members should require the utilities and energy providers 
within their systems to adhere to the same cybersecurity standards, he said. Members 
could agree that each utility in the RTO has to meet RTO-created cybersecurity criteria – 
regardless of whether the utility is covered by federal NERC CIPS.

“The RTO members could agree to say, ‘If you’re a utility within our footprint and you’re buying 
power from us, you have to meet these cybersecurity standards of the RTO as part of your 
contract’,” Swearingen said. “Members can enforce it by making it part of the agreement.

“The federal government can fine all they want, but this is the type of deal that has to start 
from the utility grassroots level,” he added. “It starts from the bottom up, not from the top 
down. It starts with the utilities in the RTO.”
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Conclusion: 14 actions to take now

No single fix will eliminate cybersecurity vulnerabilities in the grid, cybersecurity experts 
told us. No single set of stakeholders can solve the problem, and all the parties involved 
can take steps to lessen the risk.

Those parties include utilities, insurance firms, IT and security experts, RTOs, control 
system experts, control system vendors, proponents of renewables and federal 
regulators. 

This report is Smart Grid Today’s (SGT) third in-depth investigation of cybersecurity for 
the grid. 

The others were “The 2013 Fix” and “The Ins and Outs of Cyber In-security” in 2012.

The recommendations in our previous reports remain important. This report differs in 
offering 14 small steps and best practices, many meant for utilities, that the experts we 
interviewed believe will yield big results.

The top 14 cybersecurity steps for this year:

1. Consider one-way OT (operational technology) connectivity to the outside 
world.

The connection between a utility’s critical infrastructure network (SCADA/DCS) and its 
corporate network is vulnerable, security experts told us. A corporate network, which hosts 
internal data including company files and email servers, has a greater exposure to attack, 
Khudairi said. Any connection between the corporate and infrastructure network, which 
manages physical systems, exposes critical infrastructure to that vulnerability, she said.

To better secure utility systems, make communication one-way out of the infrastructure 
network into the corporate network – with separate servers and networks, Khudairi and 
Brodsky said. To transfer data between OT technology and IT networks, utilities can 
build what Brodsky called a “demilitarized zone” (DMZ) network between OT and IT.

Data from one side is sent “over the wall” onto servers in that DMZ and picked up via 
other servers to send to the other side.

Other important security steps related to connectivity include setting up suitable firewall 
configurations, a separate access management setup and backups, Khudairi said.

2. Take an active, preventive approach to security and reliability.

Taking an active approach to security and reliability will reduce the likelihood of a 
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successful attack, and the severity of any attack that succeeds, Khudairi said. An active 
approach also may help prevent repeat or copycat attacks, she added.

An active approach also will reduce the likelihood of unintentional incidents, Weiss told us. 
Key questions security personnel should ask include: How often are firewall and intrusion 
prevention and detection logs reviewed? How often are the rules reviewed and adapted for 
changes in network traffic? Have access permissions been reviewed recently? Are hardware 
patches up to date?

3. Set rules for access.

Physical security should be a high priority for utilities, Khudairi said. Since employees and 
contractors make mistakes, added measures can cut the risk of intentional and unintentional 
tampering. These measures include: locking down access to USB drives, mandating ID cards for 
employees and contractors and ensuring that badge access is rigorously followed, she added.

4. Inventory devices and software.

Vulnerable devices and/or software may be present onsite that current employees do not 
know about, Brodsky and Weiss said. Utilities often do not know exactly what has been 
installed, Weiss noted.

Utilities should take inventory of what is installed and identify authorized computers and 
other network devices and software, Assante said. Also, look for how data is moved between 
trusted networks and less trusted systems, he said.

5. Develop a software-management system on control systems.

Set up a system to manage and know which employees worked on which systems and 
software, Brodsky said. If an OT employee were fired under adversarial circumstances, it 
would be good to know which systems that employee worked on to look for potential back 
doors or time-bomb software or even open issues that need to be addressed, he added.

6. Join threat-sharing forums.

Utilities should join threat-sharing forums or strategic partnerships that let them understand 
both the trends of attacks on the industry and the common system weaknesses, Khudairi 
said. These connections provide a wider range of intelligence to build a security framework 
suitable to the ever-evolving risk, she added.

7. Get an outside security audit.

Getting a second set of eyes to perform a security audit will help identify areas of risk, 
Khudairi said. Engaging with a reputable security firm will also give utilities an extra point of 
view about their security and help keep them up-to-date with key developments, she added.

8. Make a plan to address security incidents for when – not if – they occur.
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One of the key factors insurance underwriters consider when looking at “business 
interruption” insurance is how well the client is prepared in the event of a security incident, 
Khudairi said. Having a written plan is a good basis for knowing how the client will respond.

Regular reviews, testing and ongoing improvements will help show the client can follow the 
plan under the pressure of a crisis, she added. Other factors, such as disaster-recovery 
planning, location of backups and redundancy of systems, will be part of this and are 
important to underwriters trying to understand the risk.

9. Get cybersecurity insurance.

Utilities should seek the right insurance policy, Khudairi said. The hoops required to get 
many underwriters to write a policy can help identify potential problems.

10. Call on fellow RTO members to set security standards.

Since smaller utilities and co-ops are not subject to NERC CIP standards (which arguably 
cannot solve the problem anyway, according to Weiss and others), RTO members should 
require all utilities within their system to adhere to the same cybersecurity standards, 
Swearingen said. Members could agree that each utility in the RTO has to meet RTO-
created cybersecurity criteria – regardless of whether the utility is covered by federal NERC 
CIPS, he added.

As it stands now, a security breach at one of these smaller utilities could adversely impact 
nearby larger utilities.

11. Give engineers a seat at the table.

Seek input from control-system engineers – not just IT experts, Weiss and others told us. 
Numerous, recent cyberattacks targeted engineering control systems as opposed to IT 
networks, Weiss said.

But engineers have not had much input into security. “We have to change the discussion,” he 
added. “Since 9/11, engineers have mostly been removed from the equation. Engineers must 
be brought back in.

“We’re talking about engineered systems. Engineers understand how the systems work. It’s 
their system.” Do not kick the IT people out, just make room for OT engineers, Weiss said. 
“They both have to be there.”

The security team should also include business-unit engineers, SCADA engineers and 
support staff, Assante said.

12. Train OT engineering staff to better understand security.

Train engineering staff to better understand fundamental security concepts of network 
segmentation, attack surfaces and defense strategies so they can establish a common 
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language and work out the best approach to support mutual objectives, such as reliability, 
predictability and availability of production systems, he added.

13. Learn what normal looks like.

Take note of what normal looks like system-wide and share that knowledge with all affected 
parties: system users, network engineers and security staff, Assante said.

14. Develop programs for patch management, monitoring/intrusion detection and 
disaster/attack recovery.

Develop a patch-management program for all computer network devices that includes 
mandatory mitigation requirements for systems that cannot be patched, Assante and Weiss 
said. Also, develop a patch-management system for control systems, using guidelines 
developed by the International Society of Automation (ISA IEC TC62443-3).

Implement monitoring and intrusion detection technologies for all incoming and outgoing 
communications and monitor the behavior of your production environment.
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GLOSSARY

3G: Third generation, in our 
reporting referring to the third 
level of wireless telecom network 
technology standard.

4G: Fourth generation, in our 
reporting referring to the fourth 
wireless telecom network 
technology standard. It improved 
data transfer rates significantly 
and was not backward 
compatible, thus to access the 
network required a new phone 
that was 4G-compatible. 4G in the 
US was based on versions of LTE 
(long-term evolution) technology 
and as of this writing was the 
top level of wireless network 
technology being used.

ADR: Automated demand response, 
a version of demand response 
that relies on agreements to let 
technology and/or the utility or 
another demand-response service 
provider take control of power-
consuming systems or appliances 
at certain times, as provided for in 
such agreements.

ADS: The Assn for Demand Response 
& Smart Grid (ADS) is a nonprofit 
organization, originally formed 
in 2004 as the Demand Response 
Coordinating Committee (DRCC).

AES: This acronym has two 
common meanings in the 
smart grid industry. One is a 
multinational energy company 
originally called Applied Energy 

Systems, and its subsidiaries. 
The other is Advanced Encryption 
Standard, a Federal Information 
Processing Standard (FIPS), 
specifically, FIPS Publication 197, 
that specifies a cryptographic 
algorithm for use by US 
Government organizations to 
protect sensitive, unclassified 
information.

ALJ: Administrative law judge, 
appointed and designated as 
judges under the Administrative 
Procedures Act to hear “cases on 
the record.”

AMR: Automated or advanced 
meter reading – that uses one-
way communications technology 
to collect data from the meter via 
PLC, radio or other networking 
technology (IMPORTANT: Our 
reports before 2009-Jun-21 
may have used the term AMR 
to mean a meter with two-way 
communications. On that date we 
adopted the definition meaning 
one-way technology).

AMI: Automated or advanced 
metering infrastructure, utility 
infrastructure with two-way 
communications for metering 
and associated systems allowing 
delivery of a wide variety of 
services and applications to the 
utility and customer.

ANSI: The American National 
Standards Institute, administrator 
and coordinator of the US private 
sector voluntary standardization 
system for more than 90 years as 
a private, nonprofit membership 

organization supported by a 
diverse constituency of private 
and public sector organizations.

API: Application programming 
interface – a piece of software 
that lets applications interact with 
the functions of an operating 
system or other piece of software.

APP: Application, usually used 
to describe an application that 
runs on mobile devices such as 
personal smart phones and tablet 
computers.  Apps that help power 
customers access the data from 
their smart meter are becoming 
more common at utilities with full 
AMI deployments.

ARRA: The American Recovery & 
Reinvestment Act of 2009, aka 
the stimulus act, a US federal law 
setting aside hundreds of billions 
of dollars from the government to 
pay for “shovel ready” projects to 
help stimulate the US economy 
out of a recession, including $4.5 
billion for smart grid via the DOE 
and $7+ billion for broadband via 
the NTIA and RUS offices at the 
Commerce Dept.

BIT: Binary digit, the “0s” and 
“1s” of the digital world and the 
smallest increment of data thus 
used in measurements of data 
transmission such as KBPS, MBPS 
or GBPS.

BPL: Broadband over power 
lines, a description of power line 
communications technology that 
delivers high-bandwidth signals, 
usually when delivered as an 
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internet service through electricity 
utility power lines.

BPS: Bits per second, a 
measurement of data 
transmission speed – for example 
the speed of a particular internet 
connection. Bit stands for “binary 
digit,” the “0” and “1” that are the 
basic building block of computer 
data (see also mbps).

CAP-EX: Capital expense or 
expenditure.

C&I: Commercial and industrial.

CIO: Chief information officer.

COO: Chief operating officer.

CO-OP: Cooperative electric utilities, 
member owned utilities that 
formed mostly in the 1930s to get 
electricity to areas where larger 
utilities couldn’t make a business 
case for rolling out power lines.

DA: Distribution automation, a 
general term referring to a class 
of technology that lets electric 
utilities monitor and remotely 
control their power distribution 
networks with two-way computer 
networking and computerized 
data handling.

DG: Distributed generation, power 
generation that happens on the 
premises of the end user.

DR: Demand response, where 

“demand” is the utility term for 
the draw of electricity from the 
electric distribution system and 
“response” refers to actions taken 
by utility customers to reduce their 
demand.

DRMS: Demand response 
management system, a digital 
system that lets a utility or other 
entity start and stop demand 
response activities and gather lots 
of data on potential DR, amount 
of DR being deployed and many 
other applications.

DSM: Demand side management, a 
type of utility program designed to 
cut power demand on the utility by 
1) using technology or 2) changing 
power use behavior within the 
customer’s premises.

EIA: Energy Information 
Administration, an office of the US 
Dept of Energy.

EISA: Energy Independence & 
Security Act of 2007, the first US 
federal law setting funds and 
responsibilities for the smart grid 
via DOE, FERC and NIST.

EMEA: Europe, Middle East 
& Africa, often treated as a 
single region for marketing and 
distribution.

EPACT: Energy Policy Act of 2005.

EPRI: Electric Power Research 
Institute, a leading and highly 
respected research body that 
was chosen by NIST to create the 
federal interim roadmap to smart 

grid interoperability standards.

ERCOT: Electric Reliability Council 
of Texas, the state’s ISO.

ETSI: European 
Telecommunications Standards 
Institute, a key standards body.

EV: Electric vehicle. EV charging 
levels one, two and three: See 
“Level-one, level-two and level-3 
EV charging” below.

FCC: US Federal Communications 
Commission.

FERC: Federal Energy Regulatory 
Commission, the US federal 
regulator of the energy utility 
industry, focusing mainly on 
interstate issues of transmission 
and wholesale markets plus lots of 
related issues including smart grid 
standards, DR policies and much 
more.

FIRMWARE: Software that’s 
embedded in a hardware device 
including in the computer chips 
themselves.

FIXED WIRELESS: Point-to-point 
or point-to-multipoint wireless 
networking where the antennas 
on both sides of the network are 
fixed to a permanent location.

FOOTPRINT: The geographical 
region served by a particular 
electric distribution firm or utility.

GAAP: Generally accepted 
accounting principles, defined 
by the American Institute of 
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Certified Public Accountants as 
encompassing “the conventions, 
rules and procedures necessary 
to define accepted practice in the 
preparation of financial statements 
in the US”.

GATEWAY: A network management 
device usually within a home 
or business that distributes 
throughout the premises the 
variety of available broadband 
services such as internet, voice 
and video.

GBPS: Gigabits per second, a 
measure of broadband speed or 
bandwidth that translates to one 
billion bits per second –1,000 
times faster (or more data per 
second) that 1 MBPS. The latter 
speed was once considered 
lightning fast but has been 
outpaced by PLC, cable modems 
and DSL.

GE: General Electric.

GHG: Greenhouse gas.

G.HN: Pronounced “G-dot-H-N,” it’s 
a networking technology standard 
under development at the ITU-T 
with two primary goals: working 
on all three of the most common 
home networks – power line, 
coaxial and phone lines – and 
delivering 1 GBPS bandwidth. The 
HomeGrid Forum was created 
as a private sector organization 
meant to help the development of 
G.hn.

GHZ: Gigahertz, a bandwidth 
measure meaning billions of bits/
second, thus 1 GHZ = one billion 
bits/second.

GPS: Global positioning satellite, a 
technology that lets the user know 
exactly where they are on the 
surface of the Earth within a few 
feet or meters.

G&T: Generation and transmission, 
usually used to describe a type of 
company in the electric industry 
that generates power for one or 
more utilities and transmits the 
power over long distances via 
high-voltage transmission lines 
to substations in the areas where 
the power is then distributed by 
the utility over medium-voltage 
power lines. G&T describes both 
a segment of the power industry 
and the firms that operate in that 
segment.

G, T&D: Generation, transmission 
and distribution of electricity.

GW, GWH: Gigawatt, one billion 
watts and gigawatt hour.

HAN: Home area network, the 
data network in the home that 
may need to be able to interact 
with a DR, AMI or other external 
application, service or system.

HOMEPLUG: A leading PLC 
specification originally created 
for in-home networking and now 
used for a wide range of PLC 
networking applications.

HVAC: Heating, ventilation and air 

conditioning – the systems used 
to condition the air in office and 
commercial buildings and the 
industry that creates, installs and 
maintains those systems.

HYDRO: Short for “hydro power,” 
the use of water pressure, 
most often created with a dam 
and a river or lake, to generate 
power – a technology that is 
used everywhere but dominates 
the generation strategies in the 
northwestern US and throughout 
Canada.

IC: Integrated circuits, also called 
computer chips.

ICS: Industrial control systems 
(this one we write out the first 
time because we do not see it 
that often but ICS is an acronym 
with an especially large number 
of meaning and so it is here to 
remind us what it means in the 
smart grid world. 

IEC: International Electrotechnical 
Commission.

IEEE: Institute of Electrical and 
Electronics Engineers (often 
pronounced “EYE-triple-E”) – 
creates technology standards 
among a variety of activities.

IOU: Investor owned utility.

IP, IPV4, IPV6: Internet protocol.  IP 
(above) version 4 is the protocol 
that was used to create the 
internet we’ve all come to know 
since the mid 90s and includes 
an addressing protocol that never 
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imagined billions of devices would 
one day be connected to the 
internet and thus need unique 
addresses. IPv6 is being deployed 
bit-by-bit and has an addressing 
standard that allows for a much 
larger universe of addressable 
devices.

ISP: Internet service provider, the 
firm that leases and manages 
connections to the internet for 
almost all homes and businesses.

IT: Information technology.

ITU, ITU-T: The International 
Telecommunications Union (ITU) 
is the United Nations’ agency for 
information and communication 
technology issues and the global 
focal point for governments and 
the private sector in developing 
networks and services. Its 
telecom standards arm, the 
International Telecommunication 
Union – Telecommunication 
Standardization Sector (ITU-T), 
is a world standards-setting 
organization and a counterpart 
to bodies such as the IEEE, 
CENELEC and others.

KBPS: Kilobits or thousand bits 
per second, a measure of data 
transmission speed.

KEMA: A global consultancy and 
test lab started in 1927 in the 
Netherlands – the letters of its 
name are an abbreviation of its 
original Dutch name that is not 

now used.

KV, KW, KWH: Kilovolt, Kilowatt, 
kilowatt hours, a measure of the 
amount of electricity used by a 
utility customer.

LAN: Local area network, usually 
connecting computers and related 
devices in a single office, building 
or home.

LEVEL-ONE, LEVEL-TWO OR 
LEVEL-THREE EV CHARGING: 
State of art terminology meaning 
the voltage level of EV chargers 
with level-one meaning 120-V 
charging from a single outlet, very 
slow at about eight-10 hours for a 
full charge; level-two being 240-V, 
two standard circuits combined 
as with some clothing dryers and 
electric stoves, the most common 
type that usually charges in a few 
hours, and 500-V fast charging 
that can reportedly reach an 80% 
in under a half hour.

LOAD: Electric utility term for the 
infrastructure that uses the power 
the utility distributes – such as 
homes, businesses, industry and 
in-the-field equipment – thus, 
locating a power generation or 
storage device near load, for 
example, means putting it close to 
where the power will be used.

LTE: Long term evolution, a 
cell-phone standard associated 
with 4G, the fourth generation of 
mobile phone networks.

LV: Low voltage, describing the 
power lines utilities use to carry 

power from the transformer into 
homes and small businesses.

M2M: Machine-to-machine.

M&A: Mergers and acquisitions.

MBPS: Megabytes per second, 
a measurement of the speed 
data travels in a network – such 
as through a home or business 
internet connection (see also 
MBPS). Some of our stories 
have failed to make a distinction 
between MBps and Mbps, having 
used the all-caps version that in 
most cases reduces confusion. 
The fact that the words “byte” and 
“bit” are so closely related, with 
a byte usually representing eight 
bits, this is an area of important 
distinctions and potential errors. 

MBPS: Megabits per second, a 
measurement of the speed data 
travels in a network (see also 
MBps).

MDM, MDMS: Meter data 
management system, designed 
to handle the data gathered from 
usually a large number of meters.

MESH, MESH NETWORK: A network 
technology where each node or 
end-device can communicate 
with any nearby devices to create 
“smart” data routing that finds the 
most efficient path for data and 
can change the path when a node 
stops working.

MHZ: Megahertz, a million hertz, a 
measure of radio wave frequency.
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MICROGRID: The definition for this 
term may still be evolving but one 
of its greatest proponents, the 
Galvin Electricity Initiative explains 
it this way: “The microgrid model 
focuses on linking building-
integrated systems together to 
take advantage of shared power 
generation and storage.”

MOBILE WIRELESS: Used for 
mobile phones (also known as cell 
phones).

MOU: Memorandum of 
understanding, an agreement 
between entities with clearly 
defined goals, roles and 
responsibilities.

MUNI: Municipal electric utility, 
owned by the town or city they 
serve.

MV: Medium voltage, describing the 
power lines utilities use to carry 
power from a substation out into 
neighborhoods, also known as the 
distribution grid.

MW, MWH: Megawatt, 1 million 
watts. Megawatt-hour, a measure 
of electricity supply, availability or 
use over time.

NAESB: The North American 
Energy Standards board, 
pronounced “NAYZ-bee.”

NARUC: National Assn of 
Regulatory Utility Commissioners.

NEMA: National Electrical 
Manufacturers Assn, “the 
trade association of choice for 
the electrical manufacturing 
industry. Founded in 1926 and 
headquartered near Washington, 
DC, its approximately 450 
member companies manufacture 
products used in the generation, 
transmission and distribution, 
control, and end-use of electricity,” 
said the group’s website.

NERC: North American Electric 
Reliability Corporation, the 
regulatory entity charged with 
probing reliability issues and 
setting and enforcing standards 
meant to foster electric reliability 
including overseeing smaller, 
regional reliability organizations.

NGO: Non-governmental 
organization, a not-for-profit 
organization that serves a 
government-like development 
function but is not run by a local or 
national government.

NIST: National Institute of 
Standards & Technology, an office 
of the US Dept of Commerce, it 
handles standards and technology 
issued for the federal government 
including being tasked in the 
Energy Independence & Security 
Act of 2007 with heading up 
an effort to set interoperability 
standards for the smart grid 
industry.

NOC: Network operations center 
(pronounced like “knock”), where 
monitoring and control devices 
manage a communications 

network, often located far from the 
network and may serve multiple 
networks at once.

NOPR: Notice of proposed 
rulemaking.

NPRM: Notice of proposed 
rulemaking, though as of 2010-
Sep-28 we use NOPR exclusively.

NRECA: National Rural Electric 
Cooperative Assn, the trade 
association representing rural 
electric cooperatives.

NREL: National Renewable Energy 
Laboratory.

NRTC: National Rural 
Telecommunications Cooperative 
– a co-op for co-ops, using the 
combined buying-power of its 
1,300 co-op members to get good 
deals on services and products 
for rural electric and telecom 
cooperatives.

NTIA: The National 
Telecommunications & 
Information Administration, an 
agency of the US Commerce 
Dept, the office is the Executive 
Branch’s principal voice on 
domestic and international 
telecommunications and 
information technology.

NYSERDA: New York State Energy 
Research & Development 
Authority is a public benefit 
corporation working to help 
New York meet its energy goals: 
reducing energy consumption, 
promoting the use of renewable 
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energy sources and protecting the 
environment.

OEM: Original equipment 
manufacturer.

OFDM: Orthogonal frequency-
division multiplexing, a 
technological invention that’s used 
by various networking equipment 
makers to deliver high-speed or 
“broadband” networking such as 
PLC, for example.

OFGEM: Office of the Gas & 
Electricity Markets, a national 
regulatory agency of the UK 
government.

OP-EX: Operating expenditures – a 
financial term meaning the money 
it costs to run a company or an 
operation within a company such 
as a network.

OT: Operations technology – As 
compared with IT, it is the 
technology needed to run the 
operations of a utility or other 
business.

PEAKER, PEAKING PLANT: Peaker 
plant or peaking plant is a power 
generation facility used to meet 
demand when it is at or near its 
peak.

PEV, PHEV: Plug-in electric vehicle, 
plug-in hybrid electric vehicle.

PJM: The Pennsylvania-New 
Jersey-Maryland regional 
transmission organization (RTO) 

and reliability region (www.pjm.
com).

PLC: Power line communications 
or power line carrier, describes all 
communications over power lines 
including BPL and lower speed 
services, too.

PMU: Phasor measurement unit, 
used to measure the waves of 
electricity on the grid.

POLE ATTACHMENT: Originally by 
mutual agreement and later by 
federal statute and regulation, 
pole attachment rules provide 
non-pole-owning firms such as 
cable TV and others with access 
to a utility’s distribution poles, 
conduits and rights of way.

PSC, PUC: Public service 
commission, public utilities 
commission.

PV: Photovoltaic, solar power 
technology that turns sunlight 
directly into electricity.

Q1-Q4: Q1 is shorthand for the first 
quarter of a year and the other 
three follow the pattern.

R&D: Research and development.

RECLOSER: A device used on 
medium-voltage power distribution 
circuits to control the flow of 
power.

REMC: Rural electric membership 
cooperative/corporation – a term 
commonly used in the name of an 
electric co-op such as the South 

Central Indiana REMC.

RF: Radio frequency, used as a 
generic term in many industries 
to describe radio signals used 
for networking and even those 
signals that cause interference.

RFP: Request for proposal.

ROI: Return on investment.

RTO: Regional Transmission 
Organization.

RTU: A remote terminal unit that 
collects data from grid ware such 
as meters in real time.

RUS LOANS: Rural utility service 
loans – low-cost loans for 
broadband and other telecom 
service offered by the USDA and 
authorized by Congress.

SCADA: Supervisory control and 
data acquisition, a system used by 
power utilities to send and collect 
supervisory controls and monitor 
data through power lines.

SGIG: Smart Grid Investment Grant 
program, one of DOE’s stimulus 
programs under ARRA, offering 
matching funds to 100 projects 
out of the 400 that applied, up to a 
maximum of $200 million/project, 
though many asked for and 
received less than that.

SGRDP: Smart Grid Regional 
Demonstration Project, one of 
DOE’s stimulus programs under 
ARRA, offering matching funds 
to 32 projects that test new 
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technology for the US.

SMART GRID: A nickname for 
the utility power distribution 
grid enabled with computer 
technology and two-way digital 
communications networking. 
The term encompasses the 
ever-widening palette of utility 
applications that enhance and 
automate the monitoring and 
control of electrical distribution 
networks for added reliability, 
efficiency and cost effective 
operations.

SMART METER: A utility meter for 
electricity, natural gas or water, 
usually, that always includes two-
way communications technology 
(see AMI).

STRANDED ASSET: An asset that is 
worth less on the market than it 
is on a balance sheet because it 
has become obsolete in advance 
of complete depreciation, such 
as electric utility meters that are 
replaced by newer meters before 
the existing ones would normally 
have been retired.

TCP, TCP/IP: Transmission control 
protocol, usually written with 
internet protocol as TCP/IP and the 
two make up the suite of protocols 
that defines the internet.

T&D: Transmission and distribution. 
The former brings power from 
the generation source usually 
through HV lines to the substation 
where the latter – MV distribution 

lines – carry the power into 
neighborhoods.

TOU: “Time of use,” referring to the 
dynamic pricing of electricity.

TWH: Terawatt hour, a measure of 
electricity in trillion Watts used in 
one hour.

UPA: United Powerline Association 
– dedicated to PLC coexistence, 
interoperability and the DS2 
chipset.

UPLC: United Power Line Council, a 
defunct branch of the UTC, it was 
a trade association of the power 
line communications equipment 
industry during the years 
broadband over power lines was a 
hot topic (the mid 2000s).

USDA: US Dept of Agriculture.

UTC: United Telecom Council, a 
global trade association dedicated 
to creating a favorable business, 
regulatory and technological 
environment for companies that 
own, manage or provide critical 
telecom systems in support of 
their core business. Founded in 
1948 to advocate for the allocation 
of added radio spectrum for 
power utilities, UTC has evolved 
into a dynamic organization that 
represents electric, gas and water 
utilities; natural gas pipelines; 
critical infrastructure companies, 
and other industry stakeholders. 
Parent organization of BPL trade 
association, the UPLC.

VC: Venture capital.

VP: Vice president.

VPN: Virtual private network – a 
method of keeping the presence 
of and network devices belonging 
to particular users secure and 
hidden from other users on the 
same network infrastructure. The 
name refers to simulating private 
networks within a network pipe 
that carries data to and from 
multiple users.

WAN: Wide area network, a 
computer network connecting all 
the buildings in a building complex 
to each other or all the homes and 
businesses in a neighborhood, 
town or city to the internet.

WIFI: Wireless fidelity – a standard 
for sending and receiving data – 
such as in a home or small office 
network or LAN (or even an entire 
city). The standard includes a 
number of sub-standards under 
the IEEE’s 802.11 standards.

XML: Extensible markup language, 
like the HTML protocol that makes 
web pages possible, XML makes 
more advanced applications 
possible over IP networks. Find 
lots more information from Sun 
Microsystems.
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